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NEW API FEATURES

New extensions for Companylnfo: New report endpoints:
« Offering SKU * AP Aging Detail
* Subscription Status * AR Aging Detail
« Payroll Enabled « Customer Balance Detail
« Accountant Enabled « General Ledger Detall

* Profit and Loss Detail
 \endor Balance Detalil

New QBO Reporting APls:

_ _ New entities:
« APAging Detail « Budget
» General Ledger Detail « RefundReceipt

« Vendor Balance Detail « TaxAgency

« TaxService
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The Movement Has Begun

@
QBO WW Growth
In Subscriber Base By Thousands L e84
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Register

InTuIT

QuickBooks

Oct 21-23

San Jose
ﬁsn il e VR
Tnke s butinedt to the next level.

You'll feel it as soon as you arrive. The sense that you're surrounded by people who
share your motivation and determination to succeed. Join us for a unique opportunity
to get inspired, learn valuable information and make important contacts. When you
leave QuickBooks Connect, you'll be ready to take your business to the next level.
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TIMELINES/DEADLINES

Recommended
Submit for review :
Sep1:

Onboarding & Development

\\ J
Y

12 Business days!

infuit

. Submit for Review Deadline
. Sep 17

App Listing Deadline
Oct 1

. Workflow Review & : Tech and Security :

Testing : Review

Pre QuickBooks
P Connect

|\ J\\ J\_

J

Y Y Y

Sep Oct Oct
17th =30t 1st— 20t 20t — 23rd
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APPS.COM WORKFLOWS

Try/Buy flow from Apps.com

Apps.com WF1.0 — Docs Page

TSheets

By TSheets FREE 14-
Yk KKK £ (500 reviews)

Write a review "and...B
Notify me of new reviews done." -

¢ [ s

$5 per user/month

Mobile, GPS time tracker for fast, $20 F)ase fee/.month
accurate payroll. Pricing details
Terms and

Start your free TSheets Time Tracker trial
Authorize Intuit to securely share your data to TSheets Time Tracker.

Don't have an account? Sign up now.

Sign in

Email or user ID

pearce@intuit.com

assword

+ Remember me

Forgot your password?

Forgot your user ID?

—

© Pearce i off the clock
= Paid Time Off =TS

& Top

© Clock In

eop-at Time Cord
) Logout afte Clockin

Pearce Aurigemma's
company TSheets Time

© User Guide
[0 News & Updates
(] status Page

By clicking the Authorize button, I authorize Intuit Inc. to share my data with Time Tracking by
Additionally, I acknowledge that Time Tracking by TSheets's Terms and Conditions, including Priva
apply to this app and developer's use of

No, Thanks

infuit

e
infurit. © @ . Pearce Aurigemma
Account | Losout

| Contactus | 8888362720 | G2014 Tsheets

Tell aFriend | Feoture Request | Bug Report | Testimonial

% QuickBooks
2% Who's Working? @ w®
No employees working

Sort by: Recent Clock-1n 7 Day Total
_ Show All Employees




APPS.COM WORKFLOWS  TryBuy flow from Apps.com

@

Apps.com WF1.0 — Docs Page

directConnectTolntuit()

Name of App  PHP Test App &
Host Name Domain pearcea.com
App URL http://dev.pearcea.com/?intuitOpeniD=true
Disconnect Landing URL http://dev.pearcea.com/disconnect

Manage Users URL http://dev.pearcea.com/?notUsed=anymore

OpeniD URL | hitp://dev.pearcea.com?directConnect=y ’
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APPS.COM WORKFLOWS  TryBuy flow from Apps.com
@

Apps.com WF1.0 — Docs Page

Test URL: https://appcenter.intuit.com/TryBuy/IA/b7n8itfzz6

PHP Test App
App ID Created: 2013-09-17 02:27:38 PM

Type: QuickBooks API Modified: 2014-03-26 03:50:50 PM
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APPS.COM WORKFLOWS

Sign In With Intuit
from within your app

Signin WF1.0 & WF2.0 — Docs Page

infuit

Sign In

Don’t have an account? Start your free trial now.

Username

Password

OR

Don't have an account? Sign up now.

Sign in

Email or user ID

pearce@intuit.com

Password

Q)SHEETS

My Menu

&, Pearce Aurigemma (pearc
gemma (pearcey gy e card Need Help? @ %
(J My Time Card

7] Manual Time Card e ot Cock

= Paid Time Off Selact task:
. Top
il Reports " | ©cokin

4% Who's Working

B [)Pop-out Time Card
o/ Manage Timesheets [ Logout after Clock In
5”, Manage Employees

+ow Manage Customers

£ My Profile

.2 Company Settings
Add-Ons

™ Approvals

© Install Add-Ons
Support

& User Guide

[ News & Updates

[] status Page

Pearce Aurigemma

Quick @ Account | Logout

% QuickBooks

Trial remaining: 14 days

Purchase a subscription anytime — you won't
be charged until your trial ends on Aug 13th.
Upgrade, downgrade or cancel anytime.

Users: 1 (View)
Customers: 0 (View)
Timesheets: 0 (View)

Hours tracked: 0:00

Get started now by visiting the User Guide.
Or, re-run the Setup Wizard.

No employees working

Sort by: Recent Clock-in / Day Total
|_ Show All Employees




APPS.COM WORKFLOWS  pon i it

@

Signin WF1.0 & WF2.0 — Docs Page

* Don'’t — Start the Oauth process without asking first!

* Do — Show “Sign In With Intuit” button on all sign in pages
* Don’t — Call DirectConnectTolntuit()

Do — Handel new Vs existing users

Welcome to TSheets

Hey there, glad you made it. We can create a TSheets account for you with the information we have from
QuickBooks. If you already have a TSheets account, just click 'Link My TSheets Account'’.

Create New Account Link My TSheets Account
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APPS.COM WORKFLOWS Disconnect

SignInWF7.0— Docs Page

Confirm Disconnect

Constant Contact for QuickBog

Constant Contact for QuickBooks?

at happens after the disconnect:

Confirm Disconnect

You have successfully disconnected from Constant

connected to

« Click "Next" to go to Constant Contact for QuickBooks to confirm this Q u ICk B 00 ks

action.
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Get connected now:

( CONNECT TO ]
QuickBooks

Are you sure you want to disconnect your data from

« The app will no longer have access to the QuickBooks data

e app will no longer appear in Blue Dot menu or My Apps page

Contact for QuickBooks. You are NOT cu rrentIy



APPS.COM WORKFLOWS Disconnect

SigninWF7.0— Docs Page

Name of App PHP Test App
Host Name Domain pearcea.com

App URL http://dev.pearcea.com/?intuitOpen|D=true

Disconnect Landing URL http://dev.pearcea.com/disconnect

Manage Users URL http://dev.pearcea.com/?notUsed=anymore

OpeniD URL  http://dev.pearcea.com/?directConnect=y
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AP PS.COM WO RKFLOWS Token Renewal

Reconnect Documentation

« Tokens expire after 180 days.
* The renewal must be made within 30 days of token expiry.
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COMMON SECURITY ISSUES High Risk
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Risk: Brute Force Login
The application does not limit the number or frequency of login failures for its users.

Solution:
The application must deter repeated guessing through a combination of slowing down

the attack and logging the failures.
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COMMON SECURITY ISSUES High Risk
ab

Risk: Unencrypted Login Request
Unencrypted login request was sent to the server.

Solution:
« Make sure that all login requests are sent encrypted to the server.
« Make sure that sensitive information is always sent encrypted to the server.
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COMMON SECURITY ISSUES High Risk
ab

Risk: Unencrypted Login Request
Unencrypted login request was sent to the server.

Solution:
« Make sure that all login requests are sent encrypted to the server.
« Make sure that sensitive information is always sent encrypted to the server.
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COMMON SECURITY ISSUES

High Risk
@
Risk: SQL Injection
Solution:
HI, THIS 1S OH, DEAR - DID HE | DID YOU REALLY WELL, WE'VE LOST THIS
YOUR SONS SCHOOL. | BREAKSOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N A WAY = Robert'); DROP I HOPE YOURE HAPPY.
COMPUTER TROUBLE. / TABLE Students;-~ 7 ‘,!
R { AND T HOPE
, ~OH.YES UTTLE - YOUVE LEARNED
BOBBY TABLES, TO SANMIZE YOUR
WE CALL HIM. DATARASE INPUTS.

infuit
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COMMON SECU RITY ISSUES Medium Risk
a>

Risk: Weak Password Policy
The application does not enforce a strong password policy

Solution:
A stronger password policy should be put in place.
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COMMON SECU RITY ISSUES Medium Risk

@

Risk: Missing Secure Attribute in Encrypted Session (SSL) Cookie
The application set a cookie without the “secure” attribute, during an encrypted session.

Solution:
The “secure” attribute must be set accordingly in order to prevent to cookie from being

sent.

OOWE!
(°
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COMMON SECU RITY ISSUES Medium Risk

@

Risk: Query Parameter in SSL Request
A request, which was sent over SSL, contained parameters that were transmitted in the

Query part of an HTTP request
Solution:

Make sure that sensitive information is always sent in the body part of an HTTP POST
request.
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Pearce Aurigemma

Pearce@Intuit.com
Sr. Developer Evangelist

| will be sending out a survey, it will be short and will help us bring more valuable
information to you. So please take the time to complete it.




