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NEW API FEATURES 

New extensions for CompanyInfo: 
•  Offering SKU 
•  Subscription Status 
•  Payroll Enabled 
•  Accountant Enabled 

New QBO Reporting APIs: 
•  APAging Detail 
•  General Ledger Detail 
•  Vendor Balance Detail 

New report endpoints: 
•  AP Aging Detail 
•  AR Aging Detail 
•  Customer Balance Detail 
•  General Ledger Detail 
•  Profit and Loss Detail 
•  Vendor Balance Detail 
 
 
New entities: 
•  Budget 
•  RefundReceipt 
•  TaxAgency 
•  TaxService 
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GET THE RIGHT SMB APPS 





TIMELINES/DEADLINES 

Onboarding & Development QuickBooks 
Connect 

Workflow Review & 
Testing 

Tech and Security 
Review 

Oct  
1st – 20th 

Prep 

Oct  
20th – 23rd 

App Listing Deadline  
Oct 1 

Sep  
17th –30th  

Submit for Review Deadline  
Sep 17 

Recommended  
Submit for review  

Sep 1 

To
da

y 

 12 Business days! 



WORKFLOWS 



APPS.COM WORKFLOWS Try/Buy flow from Apps.com 

Apps.com WF1.0 – Docs Page 



APPS.COM WORKFLOWS Try/Buy flow from Apps.com 

Apps.com WF1.0 – Docs Page 

directConnectToIntuit() directConnectToIntuit() 



APPS.COM WORKFLOWS Try/Buy flow from Apps.com 

Apps.com WF1.0 – Docs Page 

https://appcenter.intuit.com/TryBuy/IA/b7n8itfzz6 Test URL: 



APPS.COM WORKFLOWS Sign In With Intuit  
from within your app 

SignIn WF1.0 & WF2.0 – Docs Page 



APPS.COM WORKFLOWS Sign In With Intuit  
from within your app 

SignIn WF1.0 & WF2.0 – Docs Page 

•  Don’t – Start the Oauth process without asking first! 
•  Do – Show “Sign In With Intuit” button on all sign in pages 
•  Don’t – Call DirectConnectToIntuit() 
•  Do – Handel new Vs existing users 

 



APPS.COM WORKFLOWS Disconnect 

SignInWF7.0– Docs Page 



APPS.COM WORKFLOWS Disconnect 

SignInWF7.0– Docs Page 



APPS.COM WORKFLOWS Token Renewal 

Reconnect Documentation 

•  Tokens expire after 180 days. 
•  The renewal must be made within 30 days of token expiry.  



SECURITY 



COMMON SECURITY ISSUES 

Risk: Brute Force Login 
The application does not limit the number or frequency of login failures for its users.  
 
Solution: 
The application must deter repeated guessing through a combination of slowing down 
the attack and logging the failures.  
 

High Risk 



COMMON SECURITY ISSUES 

Risk: Unencrypted Login Request 
Unencrypted login request was sent to the server.  
 
Solution: 
•  Make sure that all login requests are sent encrypted to the server. 
•  Make sure that sensitive information is always sent encrypted to the server.  

 

High Risk 



COMMON SECURITY ISSUES 

Risk: Unencrypted Login Request 
Unencrypted login request was sent to the server.  
 
Solution: 
•  Make sure that all login requests are sent encrypted to the server. 
•  Make sure that sensitive information is always sent encrypted to the server.  

 

High Risk 



COMMON SECURITY ISSUES 

Risk: SQL Injection 
 
 
Solution: 

High Risk 



COMMON SECURITY ISSUES 

Risk: Weak Password Policy  
The application does not enforce a strong password policy 
 
Solution: 
A stronger password policy should be put in place.  

Medium Risk 



COMMON SECURITY ISSUES 

Risk: Missing Secure Attribute in Encrypted Session (SSL) Cookie 
The application set a cookie without the “secure” attribute, during an encrypted session.  
 
Solution: 
The “secure” attribute must be set accordingly in order to prevent to cookie from being 
sent. 

Medium Risk 



COMMON SECURITY ISSUES 

Risk: Query Parameter in SSL Request 
A request, which was sent over SSL, contained parameters that were transmitted in the 
Query part of an HTTP request 
 
Solution: 
Make sure that sensitive information is always sent in the body part of an HTTP POST 
request. 

Medium Risk 
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Q&A 

I will be sending out a survey,  it will be short and will help us bring more valuable 
information to you. So please take the time to complete it. 


